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Tips to Protect Your Firm When 
Customers Seek to Hold Firms Liable 

for Scams

(These are relevant only if the no one at the 
Firm was involved in the scam.)
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Claimants’ counsel often “weaponize” 
firms’ training against them in arbitrations

• They compare fact patterns from training to actual (or alleged) fact 
patterns and asserts that the scam was or should have been 
“obvious” to the firm

• Irony – the better the training, by giving more examples, the harder the 
cases can be to defend

• The fact that firms are dealing with customers in real time, juggling 
various regulatory priorities, is often lost on panels

• When the telescope of experience is turned around – the scams 
appear easy to detect, because they actually happened

• Note that temporary holds are permissible only if there is a 
reasonable and actual suspicion of exploitation.
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Strategies to Minimize Weaponization of 
Training and Procedures
• Emphasize reasonableness (which is baked into all of the regulatory 

guidance)
• Note that when victims are coached by the scammers to give innocent 

answers, detection may elude the firm because customers are willingly 
cooperating with the scammers

• Reference in the training the various other regulatory duties firms have 
to their customers (best execution, timely execution, privacy, access to 
their own funds, etc.) and that all of these must be balanced

• Avoid language like “ensuring customers’ safety” or “regulatory duty to 
protect customers” from becoming victims (Because there are no such 
regulatory duties!)
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Strategies When a Customer Reports 
Possible Scam
• Consider recording the call
• Train the staff to ask open ended questions and not interrupt the 

answers
• Do not promise any results
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Other Protective Measures

• Regular customer educational pieces – linking to SEC, FINRA, 
NASAA and other sites that detail trends in financial scams

• Trusted contact 
• Slow down
• Pop ups/messages before withdrawals
• Scam warning conversations
• Review firm guarantees – Plain English
• File IC3 reports (and APS, if applicable) – even when not required
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Regulatory Duties

• Claimants often presents all statements by regulatory 
bodies as if firms are compelled to abide by them.  
That misrepresents the authority.  

• Many create immunities for firms. 
• Other releases offer a range a practices firms may choose 

to adopt but are not required to.  
• Some impose requirements for firms to follow.
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“[T]he Legislature recognizes the freedom of specified adults to manage 
their assets, make investment choices, and spend their funds, and intends that 
such rights may not be infringed absent a reasonable belief of financial 
exploitation as provided in this section. . . . 

The Legislature intends to balance the rights of specified adults to direct 
and control their assets, funds, and investments and exercise their 
constitutional rights consistent with due process with the need to provide 
securities dealers, investment advisers, and associated persons the ability to 
place narrow, time-limited restrictions on these rights in an effort to decrease 
specified adults’ risk of loss due to abuse, neglect, or financial exploitation. . . .
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(8) Absent a reasonable belief of financial exploitation as provided in this 
section, this section does not alter a dealer’s, an investment adviser’s, or 
an associated person’s obligation to comply with instructions from a 
client to buy or sell securities, disburse funds or transfer securities from an 
account, close an account, or transfer an account to another dealer, 
investment adviser, or associated person. 

(9) This section does not create new rights for or impose new obligations 
on a dealer, an investment adviser, or an associated person under other 
applicable law. This section does not limit the right of a dealer, an 
investment adviser, or an associated person to otherwise refuse or place a 
delay on a disbursement or transaction under other applicable law or under 
an applicable customer agreement.
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